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Strategic Holdings Limited

GROUP CHIEF INFORMATION SECURITY OFFICER

Looking for an exciting opportunity to lead our Information Security team as part of a
growing and dynamic insurance company? Reporting to the Group Chief Operating
Officer, the Group Chief Information Security Officer is responsible for all aspects of the

organisation’s information security management.

RESPONSIBILITIES

Maintain and develop the cybersecurity framework and
IT security controls. Oversee and standardize local
implementations of the framework;

Oversight of a Security Operations Centre (SOC) and
incident management. Hands-on support in resolving
cyber incidents;

Further develop a vulnerability management
programme with regular vulnerability assessments,
risk analysis and remediation planning;

Responsibility for employee training with regards to
cyber security capabilities;

Ownership and maintenance of Group Information
security policies, standards and procedures;

IT/IS point of contact for all Audit, Risk and Compliance
engagements;

Manage and promote security awareness campaigns
across the Group;

Provide reporting to Group Board, Risk and Audit
Committees;

Provide reporting to Group subsidiary operations
committees;

Give expert guidance on compliance with regulatory
body guidelines, Central Banks, EIOPA etc;

Oversight of Monument outsourcing service providers
security management programmes; Vendor and Cloud
provider management and enforcement of SLA’s;

Provide security review and due diligence of projects
(business and IT);

Contract reviews and mark up of security schedules;

Manage Security for the group and subsidiaries across
different jurisdictions, entities with various levels of
security posture; and

Cybersecurity risk management with continuous
monitoring and improvement of group security
controls.

LOCATION: LONDON, UK
CLOSING DATE: 30" JUNE 2022

EMAIL RESUMES TO: UKCAREERS@MONUMENTREGROUP.COM

REQUIREMENTS

10+ years of experience in information security;

Experience working with cybersecurity frameworks
such as NIST, ISO and CIS Controls;

Thorough knowledge of information security best
practices;

Recognised industry certification required, e.g. CISSP,
CISM, CISA;

Demonstrate relevant cybersecurity experience
(Governance, Risk, Compliance, Security controls,
Frameworks, Audits);

Very strong and infrastructure

knowledge;

technology

Good presenting skills to meet with the board and
regulators to articulate the group compliance and
security controls;

Experience working with network infrastructure and
cloud services (IBM Cloud / Azure / SaaS);

Financial Services experience advantageous;

Ability to work in a fast-paced environment, and
across multiple time zones;

Strong organisational and time management skills;

Ability to communicate security risks in business
terms to all levels of the organisation;

Strong verbal and written communication skills and
the ability to prioritise work efficiently and
effectively;

Ability to work under pressure at times in a M&A
environment to balance cyber risk and allow for
company expansion and growth; and

This role would suit a person who is a dynamic team
player, who is energetic and passionate with a
positive attitude.




